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Yactse 1. UccnenoBanmne CTPYKTYPbI CeTEBBIX NAKETOB
¢ nmoMoubio aHajau3aTopa Tpadpuka Wireshark

IIporoxou IP

Filter: icmp v | Expression... Clear Apply Save

Source Destination Protocol Length Info
9 2.495951 192.160.0.104 63.241.232.211 (no response found!)
g 8 g 6 CPIAL CM 34 Tim 1 e to 1i ] transit)

(né response found!)

134 Time-to v 2 a J
106 Fchn (nina) reanest  id=0x0001 . sen= - nn resnonse found!y

Frame 9: 106 bytes on wire (848 bits), 106 bytes captured (848 bits)
Ethernet II, Src: Azurewav_98:ed4:da (48:5d:60:98:e4:da), Dst: Tp-LinkT_54:57:e6 (10:fe:ed:54:57:e86)
Internet Protocol version 4, src: 192.160.0.104 (192.160.0.104), DsT: 63.241.232.211 (63.241.232.211)
version: 4
Header Length: 20 bytes
@ Differentiated services Field: Ox00 (DSCP O0x00: Default; ECN: O0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 92
Identification: Ox2d28& (11560)
Flags: 0x00
Fragment offset: 0
Time to live: 1
Protocol: ICMP (1)
Header checksum: Oxa2ac [validation disabled]
Source: 192.160.0.104 (192.160.0.104)
Destination: 63.241.232.211 (63.241.232.211)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]
B Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0xf7ac [correct]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (Ox0100)
Sequence number (BE): 82 (0x0052)
sequence number (LE): 20992 (0x5200)
# [No response seen]
[+ Data (64 bytes)

O®E#

B B

3]

0000 10 fe ed 54 57 e6 48 5d 60 98 e4 da 08 00 45 00 TW.H] “..... E
0010 00 5c 2d 28 00 00 01 01 a2 ac <0 a0 00 &8 3f f B P h?
0020 e8 d3 08 00 f7 ac 00 01 00 52 Q0 00 00 00 OO0 Q0 ........ . | S

(@] @’ File: "C\Users\ApTém\Desktop\1.pcap” 94 k... | Packets: 565 . Displayed: 135 (23,9%) . Load time: 0:00.013

tracert www.pa.gov

1) Moii IP-aapec: 192.160.0.104

2) Protocol: ICMP

3) Header length: 20 bytes

Total length - header length = 92 - 20 = 72 bytes

4) Time to live: 1 nanHOe moJyie HHKpeMeHTHpyeTcs Ha cieaytomux ICMP Echo request (¢ moBTopeHnem
OAHOI'O 3HAa4YCHUA HCCKOJIBKO pa3)

5) Identification: 0x2d28 (11560)

I/IHGHTH(bHKaTOp - 3HAYCHUEC, HA3HAYACMOC OTIIPABUTECIICM IMAKETAa U ITPCAHAZHAYCHHOC JIs1 OTIPCACIICHU A
KOPPEKTHOM MOCIe0BATEIFHOCTH (PparMEeHTOB MIPH COOPKE IMaKeTa.



®parMeHTal U NAKETOB

Filter: icmp v | Expression... Clear Apply Save
o, Time Source Destination Protocol Length Info
192.160.0.116 31.170.165. 244 request id=0x0001, seq=65/16640, tt1=128 (reply in 126)
126 17.056200 31.170.165.244 192.160.0.116 ICMP 1512 Echo (ping) reply id=0x0001, seq=65/16640, tt1=48 (request in 125)
136 17.904075 192.160.0.116 31.170.165. 244 ICMP 88 Echo (ping) request 1d=0x0001, seq=66/16896, tt1=128 (reply in 137)
137 18.034621 31.170.165.244 192.160.0.116 ICMP 1512 echo (ping) reply 1d=0x0001, seg=66,/16896, TtT1=48 (request in 136)
139 18 914175 142 1600116 31 _170_165. 744 TCMP RR Fchn (nina) reanest  id=0x0001 _ sen=67 /17152 t11=128 (renlv in 1441}

# Frame 125: 88 bytes on wire (704 bits), 88 bytes captured (704 bits)
# Ethernet II, Src: AsustekC_85:2c:d0 (f4:6d:04:85:2c:d0), Dst: Tp-LinkT_54:57:e6 (10:fe:ed:54:57:e6)
= Internet Protocol version 4, src: 192.160.0.116 (192.160.0.116), Dst: 31.170.165.244 (31.170.165.244)
version: 4
Header Length: 20 bytes
pifferentiated sServices Field: 0x00 (DScP 0x00: pefault; ECN: 0x00: Not-eECT (Not ECN-Capable Transport))
Total Length: 74
Identification: Ox0c56 (3158)
= Flags: 0x00
Fragment offset: 1424
Time to live: 128
Protocol: ICMP (1)
[ Header checksum: Oxa6f8 [validation disabled]
source: 192.160.0.116 (192.160.0.1186)
pestination: 31.170.165.244 (31.170.165.244)
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]
= [2 IPv4 Fragments (1478 bytes): #124(1424), #125(54)]
= Internet Control Message Protocol
Type: 8 (Echo (ping) reguest)
Code: 0
Checksum: 0xb67d [correct]
Identifier (BE): 1 (0Ox0001)
Identifier (LE): 256 (0x0100)
sequence number (BE): 65 (0x0041)
sequence number (LE): 16640 (0x4100)
rResponse frame: 126

F nata (1470 hvresy

0000 0 Te ed 54 57 eb T4 6f
(W00 43 Oc 56 00 b2 80 01 a6 8 cO a0 00 74 1f aa
({5 T4 6e 6F 70 71 72 73 74 75 76 77 61 62 63

=

V. E -c
- .nopgrs tuvwabcd

ping -1 1470 4tochka.esy.es

1, 3) dparmenTanus UMeeT MECTO, Ha 3TO yKa3biBaeT noie 2 IPv4 Fragments

2) B 3aronoBke 3 Outa aros. [lepBbiit OUT 10/KeH OBITH Beeria paBeH Hy0, BTopoit out DF (don't
fragment) onpenensier BO3MOXKHOCTh (pparMeHTanuu nakera u tpenuit out MF (more fragments)
TIOKa3bIBACT, HE SBJISICTCS JIM ATOT MAKET IMOCISIHIM B IIETIOYKE MAKETOB.



Bapuant 5. ICMP

Filter: icmp v | Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info
39 1.588878 192.160.1.136 31.170.165. 244 ICMP 74 Echo (ping) request id=0x0001, seq=30/7680, ttl=128 (reply in 40)
40 1.675061 31.170.165.244 192.160.1.136 ICMP 74 Echo (ping) reply 1d=0x0001, s5eq=30/7680, ttl1=48 (request in 39)
50 2.609440 192.160.1.136 31.170.165. 244 ICMP 74 Echo (ping) request id=0x0001, seg=31,/7936, ttl=128 (reply in 51)
51 2.704337 31.170.165.244 192.160.1.136 ICMP 74 echo (ping) reply 1d=0x0001, seq=31/7936, ttl=48 (request in 50)
55 2.A25100  192.160.1.13A 31.170.165. 744 TCMP 74 Fchn (ninnY renuest  id=0x0001 . sea=3?/8192. t11=128 (renlv in 561

® Frame 39: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

= Ethernet II, Src: AsustekC_85:2c:d0 (f4:6d:04:85:2c:d0), Dst: Tp-LinkT_54:57:e6 (10:fe:ed:54:57:e6)
# Internet Protocol Version 4, Src: 192.160.1.136 (192.160.1.136), Dst: 31.170.165.244 (31.170.1865.244)
= Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

Checksum: 0x4d3d [correct]

Identifier (BE): 1 (0x0001)

Identifier (LE): 256 (0x0100)

sequence number (BE): 30 (0x001le)

sequence number (LE): 7680 (0x1e00)

[Response frame: 40]

# Data (32 bytes)

ping -n 10 4tochka.esy.es

1) 20 makeros, 10 3anpocos u 10 oTBeTOB

2) Moii ip 192.160.1.136. IP-anpec naznauenus: 31.170.165.244

3) Type: 8 Echo (ping) request Code: 0

Taxoke cogepxxut noist Checksum 2 6Gaiira, Identifier 2 6aiita, Sequence number 2 6aiita u nose Data 32
Oaiita

4) Type: 0 Echo (ping) reply Code: 0

Taroke cogepxut noist Checksum 2 Gaiira, Identifier 2 Gaiita, Sequence number 2 Gaiita u mone Data 32
Oaiita

Filter: icmp w | Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info
29 12.620948 192.160.1.136 31.170.165.244 ICMP 106 Echo (ping) regquest id=0x0001, seq=47,/12032, ttl=3 (no response found!)
49 16.618425 192.160.1.136 31.170.165. 244 ICMP 106 Echo (ping) request 1d=0x0001, seq=48,/12288, tt1=3 (no response found!)
52 20.625844 192.160.1.136 31.170.165.244 ICMP 106 Echo (ping) request id=0x0001, seq=49/12544, ttl=4 (no response found!)

53 20.651356 . .64, 192.160.1.136 70 Time-to-1ive exceeded (Time to Tive exceeded in transit)

54 20.653918 192.160.1.136 31.170.165.244 ICMP 106 Echo (pina) reguest 1d=0x0001. sea=50/12800. ttl=4 (no response found!}

& Frame 53: 70 bytes on wire (560 bits), 70 bytes captured (560 bits)
# Ethernet II, src: Tp-LinkT_54:57:e6 (10:fe:ed:54:57:e6), Dst: AsustekC_85:2c:d0 (f4:6d:04:85:2c:d0)
# Internet Protocol version 4, src: 92.100.64.1 (92.100.64.1), Dst: 192.160.1.136 (192.160.1.1386)
= Internet Control Message Protocol
Type: 11 (Time-to-live exceeded)
Code: 0 (Time to live exceeded in transit)
Checksum: 0xfaff [correct]
® Internet Protocol version 4, src: 192.160.1.136 (192.160.1.136), Dst: 31.170.165.244 (31.170.165.244)
= Internet Control Message Protocol
Type: & (Echo (ping) request)
Code: 0
Checksum: 0xf7cd
Identifier (BE): 1 (Ox0001)
Identifier (LE): 256 (0Ox0100)
Sequence number (BE): 49 (0x0031)
Sequence number (LE): 12544 (0x3100)

tracert 4tochka.esy.es

1) Moii IP 192.160.1.136 IP naznauenus: 31.170.165.244

2) Otnnyarotcst pa3MepoM JaHHbIX. 31ech Data 3anumaer 64 Gaiira.

3) Hampumep, Time exceeded. Type - 11 (TTL exceeded). Code: 0 (B mporiecce nepeaauu aeidtarpaMMabl
nosne TTL npunsiio 3nauenue 0).

ICMP Error comepyxwut B obmiem cirydae Type, Code, Checksum, a nanbiire yxe B 3aBUCUMOCTH OT
OLIMOKH



Yacrs 2. UccnenoBanue CTPYKTYPHI CeTeBbIX IAKETOB
¢ moMoIbI0 reHeparopa nakeros Ostinato

ARP uUDP

i Packet View
Protocol Selection | Protocol Data | Stream Control | Packet View | Protocal Selection I Protocel Data I Stream Contrel |

4 ARP (Address Resclution Protocol) 4 UDP (User Datagram Protocol)
Hardware Type: 1 Source Port : 9826
Protocol Type : 0800 Destination Port : 8764

Hardware Address Length : & Datagram Length: 8
Protocol Address Length: 4 Checksum : Oxb739
Operation Code: 1

Sender Hardware Address : 10:F3:F3:4F:D4FF
Sender Protocol Address: 2.3.4.3

Target Hardware Address : 23:44:42:FD:D4:23
Target Protocol Address: 3.3.3.3

nooo 00 o1 08 00 O (W00 01 1D F3 F3 4F D4 FF 02 03 ..... . R 0...
0010 04 05 23 44 42 FD D4 23 03 03 03 03 weiDBuus uus 0000 26 62 PEREIN00 08 BT 59 oy
Mo, Time Source Destination Protocol Length Info
1 0.000000 60 unknown frame[malformed Packet]
2 0.297614 SamsungE_ca:e?:b6 Broadcast ARP 60 who has 192.160.1.17 Tell 192.160.1.118
3 1.000000 00.00.00 00.00.00 FC 60 unknown frame[Malformed Packet]
4 2.000014  00.00.00 00.00.00 FC 60 unknown frame[Malformed Packet]
5 7.3I06114 samsunafF ca:e7:hé  Rroadcast ARP 60 whn has 182 . 160.1.17 Tell 197 160.1.118

[+ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

& Ethernet II, Src: b7:59:00:00:00:00 (b7:59:00:00:00:00), Dst: 26:62:22:3c:00:08 (26:62:22:3c:00:08)
# MDs Header (Unknown{0) /unknown(11))

# Fibre Channel

0000 SN FEEEEETS L b7 00 00 00 00 00 00
0010 00 00 00 00 00 00 00 00 00 00 00
0020 00 00 00 00 00 00 00 00 00 00 00
0030 00 00 00 00 00
Ma. Time Source Destination Protocol Length Info
L Srrarerororare—— oo o oo e o R G T G
8 4.308282 sSamsunge_ca:e7:b6 Broadcast ARP 60 who has 192.160.1.17 Tell 192.160.1.118

9 5.000004 Centilli AvlabTec_00: 60 Ethernet II
10 6.000008 Centilli_f3:f3:4f AwvlabTec_00:06: Oxdaff 60 Ethernet II
11 6.311497 SamsungE_ca:e7:b6é Broadcast ARP 60 who has 192.160.1.17 Tell 192.160.1.118

F Frame 9: &0 bytes on wire (480 bits), 60 bytes captured (480 bits)
= Ethernet 11, src: Centilli_f3:f3:4f (00:01:1d:f3:f3:4F), Dst: AviabTec_00:06:04 (00:01:08:00:06:04)
F Data (46 bytes)

0000 00 01 OB 00 06 04 00 01 1d f3 f3 4f d4 £Ff 02 03 ........ P o PR
0010 04 05 23 44 42 fd d4 23 03 03 03 03 00 0O 0O 0O = T
0020 00 00 QO 00 OO0 0O 00 OO0 00 00 00 00 00 00 00 0D ....vver tinennan
0030 00 00 00 00 00 00 00 00 00 00 0O 0O e

Sequential Streams otiinuaercs ot Interleaved Streams tem, uto B iepBoM citydae cHavyana OyayT
OTIIPaBJICHBI BCE MAKETHI IIEPBOTO MPOTOKOJIA, a 3aT€M MaKeThl BTOPOTO MPOTOKOJIAa. Bo BTOpOM clilydae makeTsl
JepenyroTcs pH nepeaaye.

B Wireshark mpoTokoJ1 mochliiaeMbIX MAKETOB OMPEAENIAETCS HEMPABUIIbHO, T.K. IIPOIYIIEHBI HEKOTOPbIE
ypoBHH ceteBoit mojenu. UDP — 3to mporokon 4 (TpancopTHOro) ypoBHS, a ARP — 2 (kaHaibpHOTO).



